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White-box debugger
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Software breakpoint

CPUDO ODODO DOO OOO opcode(Operation Code) interrupt 3 (INT 3) instructionD OO OO
ooodo.o00 oo ooo oo.

Breakpoint 0 O O opcode
0x44332211: 8BC3 MOV EAX, EBX
Breakpoint 0 O O opcode
0x44332211: CCC3 MOV EAX, EBX
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Hardware breakpoint

CPUO debug register(DRO ~ DR7)0 OO OO breakpointO O. 00000 OO0 O OO0
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Debug register|] [

DRO ~ DR3 BreakpointD OO OO

DR4, DR5 Reserved

DR6 000 0000 typeOd O

DR7 Breakpoint on/off, flag, length O O

A00 00,00 40000 DOOO breakpointD O O ODODOO OO.

Memory breakpoint
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Guard page
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BOOL WINAPI CreateProcessA
LPCSTR lpApplicationName
LPTSTR 1pCommandLine
LPSECURITY ATTRIBUTES lpProcessAttributes
LPSECURITY ATTRIBUTES lpThreadAttributes
BOOL bInheritHandles
DWORD dwCreationFlags
LPVOID lpEnvironment
LPCTSTR 1pCurrentDirectory
LPSTARTUPINFO 1lpStartupInfo
LPPROCESS INFORMATION LlpProcessInformation

O0000 Ooooo. IpApplicationName, IpCommandLine, dwCreationFlags, IpStartupinfo, and
IpProcessinformation 000 OO0 O0OO0OOO0.0 O O0OO0OODO OO NULLD OO O0O.
STARTUPINFO, PROCESS INFORMATION OO OO OO OO0 MSDNO 0DOOO.

CreateProcess : http://msdn.microsoft.com/en-us/library/ms682425.aspx
STARTUPINFO : http://msdn.microsoft.com/en-us/library/ms686331.aspx
PROCESS _INFORMATION : http://msdn.microsoft.com/en-us/library/ms686331.aspx

HANDLE WINAPI OpenProcess
DWORD dwDesiredAccess
BOOL bInheritHandle
DWORD dwProcessId

oo b oodb oobb.0ob oobbo bboo oo bbobb bbboo boo bOo.o
000 OO0 dwDesiredAccessd PROCESS ALL ACCESS, binheritHandledD FALSED O OO0 OO.
dwProcessldd OOOODO PIDOO OO0 OO.00 00 OO0ODOO OO OO0 OODO.

OpenProcess : http://msdn.microsoft.com/en-us/library/ms684320.aspx

BOOL WINAPI DebugActiveProcess
DWORD dwProcessId

00000 0000 attachODO . AttachD OO0 O0O0O0O OO0 ODODOO OO0 O OO OO.

DebugActiveProcess : http://msdn.microsoft.com/en-us/library/ms679295.aspx

gogd

BOOL WINAPI WaitForDebugEvent
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LPDEBUG _EVENT 1lpDebugEvent
DWORD dwMilliseconds

typedef struct DEBUG_EVENT

DWORD dwDebugEventCode

DWORD dwProcessId

DWORD dwThreadId

union
EXCEPTION DEBUG INFO Exception
CREATE_THREAD DEBUG INFO CreateThread
CREATE PROCESS DEBUG INFO CreateProcessInfo
EXIT THREAD DEBUG INFO ExitThread
EXIT PROCESS DEBUG INFO ExitProcess
LOAD DLL DEBUG INFO LoadDll
UNLOAD DLL DEBUG INFO UnloadDll
OUTPUT DEBUG_STRING INFO DebugString
RIP INFO RipInfo

000 0000 000 0000 0000, dwMillisecondsd INFINITED OOO0O OO0 0000 O
O.lpDebugEventd OO0 OO0O0O OO0 OO0 0O0O0.000 0OD0DO0 QOODOO0D OO oog O
bbb oob oboboobobob.

WaitForDebugEvent : http://msdn.microsoft.com/en-us/library/ms681423.aspx
DEBUG_EVENT : http://msdn.microsoft.com/en-us/library/ms679308.aspx

BOOL WINAPI ContinueDebugEvent
DWORD dwProcessId
DWORD dwThreadId
DWORD dwContinueStatus

oo oobb oo oo bbb bbb oo bbb oo bbb bbb Dooo.oo b
00000 WaitForDebugEvent 00O OO0 O DEBUG EVENTOO OO OO O dwProcessldd

dwThreadldd OO0 OO OO O OO.dwContinueStatusC DBG_CONTINUED
DBG_EXCEPTION_NOT HANDLEDD 0 O ODODO OO UO0ODDO ODOO ODOD exceptiond OO OO
ggoog.

ContinueDebugEvent : http://msdn.microsoft.com/en-us/library/ms679285.aspx

HRERN

HANDLE WINAPI OpenThread
DWORD dwDesiredAccess
BOOL bInheritHandle
DWORD dwThreadId
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OpenThread : http://msdn.microsoft.com/en-us/library/ms684335.aspx

HANDLE WINAPI CreateToolhelp32Snapshot
DWORD dwFlags
DWORD th32ProcessID

CreateToolhelp32Snapshot : http://msdn.microsoft.com/en-us/library/ms682489.aspx

BOOL WINAPI Thread32First
HANDLE hSnapshot
LPTHREADENTRY32 1pte

typedef struct THREADENTRY32
DWORD dwSize
DWORD cntUsage
DWORD th32ThreadID
DWORD th320wnerProcessID
LONG tpBasePri
LONG tpDeltaPri
DWORD dwFlags

Thread32First : http://msdn.microsoft.com/en-us/library/ms686728.aspx
THREADENTRY32 : http://msdn.microsoft.com/en-us/library/ms686735.aspx

BOOL WINAPI GetThreadContext
HANDLE hThread
LPCONTEXT 1lpContext

BOOL WINAPI SetThreadContext
HANDLE hThread
LPCONTEXT 1lpContext

GetThreadContext : http://msdn.microsoft.com/en-us/library/ms679362.aspx
SetThreadContext : http://msdn.microsoft.com/en-us/library/ms680632.aspx

typedef struct CONTEXT
DWORD ContextFlags
DWORD Dro
DWORD Dr1l
DWORD Dr2
DWORD Dr3
DWORD Dr6
DWORD Dr7
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FLOATING SAVE AREA FloatSave
DWORD SegGs

DWORD SegFs

DWORD SegEs

DWORD SegDs

DWORD Edi

DWORD Esi

DWORD Ebx

DWORD Edx

DWORD Ecx

DWORD Eax

DWORD Ebp

DWORD Eip

DWORD SegCs

DWORD EFlags

DWORD Esp

DWORD SegSs

BYTE ExtendedRegisters|MAXIMUM SUPPORTED EXTENSION

CONTEXT : http://msdn.microsoft.com/en-us/library/windows/desktop/ms679284(v=vs.85).aspx

Breakpoint

Soft Breakpoints

BOOL WINAPI ReadProcessMemory
HANDLE hProcess
LPCVOID 1pBaseAddress
LPVOID lpBuffer
SIZE T nSize
SIZE T 1lpNumberOfBytesRead

BOOL WINAPI WriteProcessMemory
HANDLE hProcess
LPCVOID 1lpBaseAddress
LPCVOID 1lpBuffer
SIZE T nSize
SIZE T+ 1lpNumberOfBytesWritten

ReadProcessMemory : http://msdn.microsoft.com/en-us/library/ms680553.aspx
WriteProcessMemory : http://msdn.microsoft.com/en-us/library/ms681674.aspx

FARPROC WINAPI GetProcAddress
HMODULE hModule
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LPCSTR lpProcName

HMODULE WINAPI GetModuleHandle
LPCSTR 1pModuleName

GetProcAddress : http://msdn.microsoft.com/en-us/library/ms683212.aspx
GetModuleHandle : http://msdn.microsoft.com/en-us/library/ms683199.aspx

Memory Breakpoints

void WINAPI GetSystemInfo
_Out_ LPSYSTEM INFO 1lpSystemInfo

typedef struct SYSTEM INFO
union
DWORD dwOemId
struct
WORD wProcessorArchitecture
WORD wReserved

DWORD dwPageSize

LPVOID LpMinimumApplicationAddress
LPVOID LpMaximumApplicationAddress
DWORD PTR dwActiveProcessorMask

DWORD dwNumberOfProcessors
DWORD dwProcessorType

DWORD dwAllocationGranularity
WORD wProcessorLevel

WORD wProcessorRevision

SYSTEM INFO

GetSysteminfo : http://msdn.microsoft.com/en-us/library/ms724381.aspx
SYSTEM_INFO : http://msdn.microsoft.com/en-us/library/ms724958.aspx

SIZE T WINAPI VirtualQuery
HANDLE hProcess
LPCVOID 1pAddress
PMEMORY BASIC INFORMATION lpBuffer
SIZE T dwLength

typedef struct MEMORY BASIC INFORMATION
PVOID BaseAddress
PVOID AllocationBase
DWORD AllocationProtect
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SIZE T RegionSize
DWORD State

DWORD Protect
DWORD Type

VirtualQueryEx : http://msdn.microsoft.com/en-us/library/aa366907.aspx
MEMORY_BASIC_INFORMATION : http://msdn.microsoft.com/en-us/library/aa366775.aspx

BOOL WINAPI VirtualProtectEx
HANDLE hProcess
LPVOID lpAddress
SIZE T dwSize
DWORD flNewProtect
PDWORD 1lpflOldProtect

VirtualProtectEx : http://msdn.microsoft.com/en-us/library/aa366899
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